Abstract-There is a group of communication services that use resources from multiple domains in order to deliver their service. Authorization of the end-user is important for such services, because several domains are involved. There are no current solutions for delivering authentication, authorization and accounting (AAA) to multi-domain services. In our study we present two architectures for the delivery of AAA to such services. The architectures are analyzed on their qualitative aspects. A result of this analysis is that direct interconnection of AAA servers is an effective architectural solution. In current multi-domain IP Multimedia Subsystem (IMS) architectures, direct interconnection of AAA servers, such as the Home Subscriber Servers (HSS), is not yet possible. In this paper we argue and recommend to extend the IMS specification by adding a new interface to HSS in order to support the direct interconnection of HSS/AAA servers located in different IMS administrative domains.
INTRODUCTION
A special category of communication services are the ones that use resources from multi-domains in order to deliver their service. Interaction between the domains is necessary to support and deliver the service. There are different examples of such communication services that are distributed over multiple domains.
The first example is a carrier pre-select service [1] . With carrier pre-select a user can decide to make a part of its telephone calls over the network of the carrier pre-select service provider. For example international calls can be routed via the network service provider to the carrier pre-select service provider that offers a better price. The network service provider is the provider who offers the network access to the end-user. The carrier pre-select provider also has an accounting relationship with the end-user. The carrier pre-select service is distributed over several domains, because the network service provider uses resources to route the call and the carrier preselect service provider also supplies resources. In Figure 1 (a) the relation between the different parties is shown. The enduser has accounting relationships with the network service provider and the carrier pre-select service provider. The network service provider and carrier pre-select service provider have a relationship between their domains for the service delivery.
The second example is a service called FoneFreez TM [2] . It provides service interaction between an IPTV (IP TeleVision) service and an IP telephony service. The elementary service interaction between them is as follows: when watching television the phone rings, if the phone is picked-up the television service pauses and starts recording. After the conversation the television program continues where it was stopped. This service makes sure that the user does not miss anything of his/her favorite television show. The advantage of FoneFreez is that services can be reused, and does not need to be rebuilt when service interaction is added. The relations between the different parties are shown in Fig. 1(b) . The enduser has an accounting relationship with the telephony and television service providers. Both service providers are interconnected to enable the service delivery.
When these distributed services are used, multiple parties supply resources to enable full service delivery. An essential property of the kind of multi-domain service interaction described in these examples is that there are at least two parties that have an accounting relationship with the end-user. This results in different customer identities under which the enduser is known at the service providers. Authorization of the end-user is necessary at all domains to permit the usage of the resources by a specific end-user. Such multi-domain services can be applied in IP Multimedia Subsystem (IMS) architectures. IMS [3] , [4] , [17] is a standardized framework typically used by telecom operators to provide mobile and fixed multimedia services in an all IP environment. In order to Figure 1 Examples of multi-domain services provide authentication, authorization and accounting (AAA) services in IMS networks typically the AAA architecture and framework is used [5] , [6] . The main challenge related to the use of the AAA architecture for multi-domain services, which is not previously described in literature, is the fact that the scenario where one user has several accounting relationships for one service that crosses multiple domains is not taken into account.
IMS uses the AAA architecture and framework for the support of authentication, authorization and accounting services. The main challenge related to the integration of the multi-domain AAA architecture and IMS, is the fact that currently, the IMS architecture is developed to run in a single administrative domain under management of one party. Therefore it is not possible to split the IMS architecture and divide it over multiple administrative domains that are managed by different parties.
In this paper two main research questions are answered. 1) How can AAA be provided for multi-domain services?
2) How can the multi-domain AAA architecture be integrated in the IMS architecture?
This paper is organized as follows. Section II describes the related research in the field of IMS, identity management and AAA architectures. Section III describes the research methodology used for our study. In Section IV two different solutions are presented. Section V gives an analysis of the results. The application of the AAA solutions in multiple IMS administrative domains is described in Section VI, followed by the conclusion and further research topics.
II. RELATED RESEARCH
In [7] different generic AAA architectures for authorization are presented. Primarily there are three different message sequences distinguished for authorization of the end-user by a service provider: agent sequence (Fig. 2a) , push sequence ( Fig.  2b ) and pull sequence (Fig. 2c ) Authentication and accounting were out of scope of [7] .
In the agent sequence scenario, see Fig. 2(a) , the user contacts the AAA entity first. The AAA server authorizes the user, and the service equipment is notified. The service equipment can set up the service and notifies the AAA server that it is ready, which subsequently notifies the user. The user and service equipment can precede the communication directly, without the AAA server functioning as an agent. An example of this situation is when a user requests Internet access. The user is first connected to the AAA server of the internet service provider. When the AAA server has authenticated the user, the proxy of the service provider is notified and the connection is established.
In the push sequence scenario, see Fig. 2(b) , the user directly requests the service from the service equipment, which authorizes the user by placing a request at the AAA server. An example of this situation is when a user pays with his/her credit card and the store checks with the credit card company if the card is still valid.
In the pull sequence scenario, see Fig. 2 (c) the user receives a token from the AAA server with which the user can request the service and prove that it is authorized to use the service. An example of this situation is the case where a user is going to the theater. First the user buys a ticket at the box office. Before entering the auditorium the attendant requests from the user his/her ticket, which it proves that the user has paid.
These AAA architectures consider multiple domains, but the situation where several accounting relationships of an enduser exist in one service that crosses multiple domains is not described. Furthermore, the current AAA architecture is not able to efficiently support the federation of identities where the user is known under multiple identities at the service. A federation of identities is a group of organizations or systems that exchange identity information in a secure way. An initiative where identity federations are described is Liberty Alliance [8] . Most of the work of Liberty Alliance is focused on single-sign-on. It is a method of access control that enables an end-user to authenticate once and gain access to the resources of multiple software systems, and not need to authenticate again. However, the federation of identities where the user is known under multiple identities at the service is not specifically regarded in the work of Liberty Alliance.
IMS is an architectural framework that is among others used in the 3GPP (GSM (Global System for Mobile communications) and UMTS (Universal Mobile Telecommunication System)) architecture [3] . The framework, see Fig. 3 , consists of a transport plane, control plane and application plane. In every plane several functional entities are defined, see [17] , [9] .
The application plane contains application and content servers that run value added services for users. The Service Capability Interaction manager (SCIM) provides an interface to the control plane to enable combinations of the applications that run on the application servers. The control plane contains different functions like the Home Subscriber System (HSS), Call Session Control Function (CSCF) and border gateways (BGCF) that control calls and sessions, Media Resource Function Controller (MRFC), and support functions like provisioning and charging. The transport plane consists of Media Gateways (MGW), routers and switches for the backbone and access networks, both fixed and mobile. Different IMS administrative domains can be interconnected through the Security Gateways (SEG). The CSCF handles the call and functions as a SIP server. The CSCF is decomposed in different types of session control functions: serving (S-CSCF), interrogating (I-CSCF) and proxy (P-CSCF) call session control functions. The Home Subscriber Server (HSS) is an important entity in IMS when considering the support of AAA services. In the HSS user profiles are stored, and authentication and authorization is done for the end-user. Therefore, the HSS is considered to be the AAA server.
In IMS administrative domains only one customer relation is presumed. Currently, there are no cases supported where an end-user has multiple identities with multiple service providers for a single IMS service experience. This is due to the manner of how the user is registered in the HSS. In roaming situations the HSS is contacted with which the user has an accounting relationship. Multiplicity of identities is used in IMS for users that have multiple devices or profiles. Currently there are no possibilities in the IMS specification for supporting AAA for multi-domain service interaction.
III. RESEARCH METHODOLOGY
Different research methods are used in order to answer the research questions listed in section I.
The first research method used is a case study [10] of the FoneFreez case [2] . With the help of TNO-ICT experts a scenario of AAA for FoneFreez was drawn up. Second, the scenario based requirements elicitation research method [11] is used to derive requirements from the scenario. The requirements are divided in four different categories: functional requirements, non-functional requirements, constraints and acceptance criteria. The functional requirements describe the behavioral aspects of the solution, the non-functional requirements describe some of the performance aspects. The constraints are requirements that must be met. The acceptance criteria are used to differentiate and compare the alternative solutions. It is important to note that in the M. Sc. Thesis report of W. Ooms [2] , more details can be found on the used research methodology.
For the provisioning of AAA, a protocol is needed that is able to provide AAA over multiple domains. In our research we chose the Diameter protocol [12] , the successor of the RADIUS protocol. One of the motivating arguments to choose the Diameter protocol was related to the fact that according to its specification it should be able to handle certain AAA services over multiple administrative domains. Another motivating argument was to find out the application area of this relatively new protocol, which is already adopted in IMS. For the design, the concepts found in literature, see Section II, are used as much as possible. In order to distinguish the different design phases the method described in [13] is used. We distinguished three design phases; initialization phase, log-on phase and operational phase. These phases are used to refine the aspects that the solution has to solve. Alternative solutions are compared using the acceptance criteria, followed by the verification of the fulfillment of the requirements.
IV. SOLUTIONS AND RESULTS
This section describes two solutions of how AAA architectures can be implemented in real multi-provider settings. Three phases could be distinguished for each solution. The initialization phase, where the connections and trust between the different parties are established, and identities are exchanged. In this phase the user registers and the AAA architecture must check whether the user is also known at the service providers for which the interaction will take place. Because the user is known under different identities at the different parties, exchange with respect to the privacy of the end-user must be arranged. The second phase, i.e., log-on phase, occurs every time the user starts the service. In this phase the authentication, authorization and accounting for the end-user must be done. The third phase represents the normal behavior of the service. Accounting and possibly reauthentication takes place during this phase. Our solution on providing AAA is the application of the AAA architectures presented in [7] , to situations where two or more simultaneous accounting relationship with the same end-user exist, when all relationships use their own authentication credentials and identities. This resulted in the derivation of two different architectures: "hop-by-hop AAA solution" and "end-to-end AAA solution".
The "hop-by-hop AAA solution", see Fig. 4 , is a repetition of the pull sequence as described in Fig. 2(c) , while the "endto-end AAA solution", see Fig. 5 , is the combination of the pull (Fig. 2(c) ) and agent sequence ( Fig. 2(a) ). In the "hop-by-hop AAA solution" the authentication of the end-user, during the log-on phase of the interaction service, occurs per each domain. Each domain can arrange its own AAA, and then it forwards the request to the next domain. The interactions are also shown in Fig. 4 . The interactions 2,3 and 5,6 are accomplished using the Diameter protocol. In the "endto-end AAA solution", the AAA servers are interconnected with the Diameter interfaces. During the log-on phase, the AAA servers authenticate the end-user and forward the request to the next domain. Fig. 5 also shows the interactions during the log-on phase, for the "end-to-end AAA solution". Here the interactions 2 to 7 are accomplished using the Diameter protocol.
V. ANALYSIS
Both alternative solutions can be realized using the Diameter protocol and are analyzed using acceptance criteria. This is due to the fact that DIAMETER [12] supports proxying and redirecting of authentication information. The NASREQ Diameter application [14] can be reused in its existing form, to provide the authentication, authorization and accounting functionality needed. Because of the flexibility and roaming capabilities of the protocol, the specification can be reused without the need of extension or alterations. Table I presents the criteria and the qualitative performance of both solutions on the different parts. The fulfillment ranges from --to ++. The acceptance criteria are satisfied by the two AAA solutions in the following way:
Acceptance criterion (1): Because the "end-to-end AAA solution" uses standard interfaces to connect the entities from different domains, adding more applications or more administrative parties is easy. In these situations the "hop-byhop AAA solution" requires additional configuration updates for the service equipment.
Acceptance criterion (2):
The "end-to-end AAA solution" uses the Diameter messages to establish a security association between entities from different domains. This concept is used in the Diameter Mobile IPv4 application [15] . The "hop-byhop AAA solution" for its security depends on other protocols like Kerberos [16] to establish a secure connection between the entities. It is not explicitly that the level of trust is higher in one solution or the other, but that it is easier realized. In the "end-to-end AAA solution", trust is enhanced during the authentication procedure and no other messages are needed for this procedure. The "hop-by-hop AAA solution" uses the Kerberos protocol to authenticate the devices located on the different domains, but it also needs messages for authentication of the end-user in the different domains.
Acceptance criterion (3):
The "hop-by-hop AAA solution" needs less interfaces than the "end-to-end AAA solution", because the interfaces between the AAA servers are left out in the current AAA specification.
Acceptance criterion (4):
The number of packets required during the operational phase is the same in both solutions. The "end-to-end AAA solution" has the advantage that authentication and authorization between the entities can be accomplished in parallel with other messages required for normal operation, via the AAA architecture. This can be an advantage when the user is re-authenticated, and no delay is added to the regular process. The number of interactions needed in the two solutions is different during the log-on phase, see [2] . In the "end-to-end AAA solution" the Diameter interface added, is a standard interface, while the interface in the "hop-by-hop AAA solution" becomes more complex, due to the fact that in addition to eight Diameter messages, see [2] , needed in the "hop-by-hop AAA solution" also six application specific messages are needed. In the "end-to-end AAA solution" eight Diameter messages are sufficient, see [2] .
Acceptance criterion (5): For both solutions, the Diameter specification does not require alterations. The "hop-by-hop AAA solution" is easiest to implement, because only messages are exchanged between a client and server of a particular domain. The "end-to-end AAA solution" requires the service equipment to know which Diameter requests to send. However, the forwarding of the messages to different domains by the AAA servers is already included in the Diameter specification.
Acceptance criterion (6):
The exchange of identities is easier when the parties that maintain the identity of the user are interconnected as provided in the "end-to-end AAA solution". A federation can be built between the parties as done in Liberty [8] . For identity management in the "hop-by-hop AAA solution", the federation must be built between the domains, and the entities must be concerned with the management of the identities of the user. This results in more configuration requirements on the used entities.
Acceptance criterion (7):
The only criterion that the "endto-end AAA solution" specification fails to fulfill is the reuse of the Diameter architecture when one or more administrative parties use an IMS network. In the "hop-by-hop AAA solution" the inter-connection between IMS administrative domains can be done using Security Gateways (SEG), see Section II. The end-to-end specification is based on an interconnection of the AAA servers. In IMS the AAA server is the HSS, meaning that if the "end-to-end AAA solution" is used then the HSS (AAA server) located in one IMS administrative domain should be able to be interconnected with another HSS (AAA server) that is located in another IMS administrative domain via an DIAMETER interface. The current IMS specification does not support this HSS interface.
It is important to note that the M. Sc. Thesis report of W. Ooms [2] discusses and shows that both alternative solutions that are introduced in Section IV fulfill the functional requirements, non-functional requirements and the constraints. Due to the above fact and due to the fact that the available number of article pages is limited, the analysis based on the above listed requirements is not presented in this paper, but it can be found in [2] .
VI. APPLICATION OF AAA IN MULTI-DOMAIN IMS
In IMS several interfaces to the HSS are defined that use the Diameter protocol (Cx, Sh) [17] . The HSS is the AAA server of an IMS administrative domain, which authenticates and authorizes the user and stores the user profiles. The interfaces transport authentication and authorization information from service equipment, which contain AAA clients like application servers and CSCF, to the HSS, see Section II. Specific applications of Diameter are defined for these interfaces. In Fig. 6 the application of the multi-domain AAA in IMS and non-IMS administrative domains is shown. In the IMS domain, the HSS is considered to be the "AAA server" and the IMS core and application servers are considered to be the "Service equipment".
The IMS core and application servers contain multiple AAA clients that communicate with the HSS. As shown in Section II, the IMS architecture is much more complex and consists of more components, see [17] . To enable services that cross multiple domains, the HSS will need to use extra information to supply the correct authentication and authorization. The HSS provides AAA for the users that are registered within an IMS administrative domain. If another administrative domain is involved, then that domain should handle its own AAA interactions. In the current IMS specification, the "hop-by-hop AAA solution" can be easily implemented. IMS administrative domains can already be interconnected. The IMS core & application servers (i.e., service equipment) belonging to different administrative domains are connected according to the "hop-by-hop AAA solution", see Fig. 4 . In the current IMS specification, the "end-to-end AAA solution", see Fig. 5 , is not possible because the HSS does not support an interface that can be used for the interconnection to other HSSs (AAA servers). Based on the analysis presented in Section V, it can be concluded that it is advantageous to add an interface to HSSs that can be used for their interconnection to other HSS/AAA entities located in different IMS administrative domains. Note that this interface can also be used to interconnect a HSS/AAA entity located in an IMS administrative domain to an external AAA server located in a non-IMS administrative domain, see Fig. 6 . Currently the 3GPP standardization body does not specify an interface for the multi-domain interconnection of HSS AAA servers. Therefore, we argue and recommend that such a multidomain interconnection interface for the HSS AAA should be added in the IMS specification. Due to the fact that the Diameter protocol is already used in IMS, adding and implementing an extra Diameter interface to HSS is considered to be simple.
VII. CONCLUSION AND FURTHER RESEARCH
This paper presents several concepts that are applied in AAA and IMS architectures used in multiple administrative domains. In particular this paper answers the following two main research questions: 1) How can AAA be provided for multi-domain services?
Two AAA solutions that can be used in multiple administrative domains are proposed, the "hop-by-hop AAA solution" and the "end-to-end AAA solution". Based on several acceptance criteria it could be concluded that the "end-to-end AAA solution" outperforms the "hop-by-hop AAA solution". However, further research can be done in order to compare these solutions based on quantitative performance criteria, such as scalability and end-to-end signaling mean delays. The only disadvantage of the "end-to-end AAA solution" is related to the fact that it cannot be applied in the current IMS specification. This is because the AAA server, which is the HSS entity in the IMS specification, does not support an interface that can be used for the interconnection to other HSS (AAA) entities. There are several reasons to be careful with an extra interface to the HSS. In the HSS the user profiles are stored. This is privacy sensitive information and must be secured to a great extent. An extra interface especially from a non-IMS administrative domain can be a security threat. Furthermore the HSS is a database and agreements must be made on how information can be extracted from this database. With the "endto-end AAA solution", an interface must be defined using a standard protocol like Diameter. This protocol is secure and agreements about extracting information can be arranged. The advantage is that faster authentication is possible and identities can be easily managed when a standard interface is designed. The complexity of connection to another network can be reduced, by using the Diameter protocol on an end-to-end basis. The Diameter protocol is already used in IMS, which makes adoption of an extra Diameter interface easier. Further research should be done on the HSS interface that is used to interconnect an IMS administrative domain with an AAA server located in a non-IMS administrative domain. The exchange of identities can be done in several ways, which way is best suited should be further explored. 
